
With so much reliance on the Internet for day-to-day activities and

business processes—from online banking and shopping to email—it’s

hard to imagine a world without web-based applications. While these

applications support convenience, efficiency and even cost savings,

they also present significant risks for data compromise. In this article,

Allied InfoSecurity’s Scott Redilla outlines three of the vulnerabilities

most frequently encountered during web application security assessments

— and explains how you can safeguard your organization’s data.
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From online banking and shopping to email and even
access to private medical information, Web-based
applications are everywhere. Supporting unprecedented
levels of convenience and access to services and
information, these applications are so widely used that
it’s hard to imagine how we got along without them.
And yet, web-based applications can also present serious
risks of data compromise. These applications are often
riddled with vulnerabilities that provide attackers with
direct access to databases or servers. Even a single, seeming-
ly minor vulnerability can serve as an open door through
a corporate firewall and directly into a back-
end network.

Although there are many types of vulnerabilities that
can compromise the confidentiality, integrity and avail-
ability of a web application or its data, this article out-
lines the top three vulnerabilities that Allied
InfoSecurity has discovered during the web application
security assessments and penetration testing we
routinely conduct for our customers.

Vulnerability #1:
SQL Injection
SQL injection vulnerabilities allow specially crafted
code to be inserted into the SQL database queries that a
website typically performs in response to user input.
This injected input can allow attackers to retrieve data

from the back-end database, interfere with application
logic, or even execute commands directly on the data-
base server itself.

The overall number of instances of SQL injection
vulnerabilities found in web applications is
generally diminishing due to increased awareness of the
problem. Even so, it’s not unusual to discover this issue
during application security testing — and that’s true
even within applications that were designed with SQL
injection vulnerabilities in mind.

During a recent penetration test of a customer’s web
application, we found that the majority of the user input
fields were not susceptible to SQL injection attempts.
However, there was a “Forgot Password” page that
would send users their forgotten passwords via the
email addresses on file in the database. Since this user
input field did contain a SQL injection vulnerability, it
was quite easy for us to insert our own email address in
place of the application administrator’s email address
that was stored in the database. We then used the
“Forgot Password” link to have the application send the
administrator’s password to our email address — giving
us full access to the application, as well as confidential
company and customer data.

In this case, the application developers were fully aware
of the dangers of SQL injection and understood how to
write their code and database calls to avoid the problem.
As it turned out, the relatively simple “Forgot Password”
page had been written many years before and had been
“forgotten” as the application evolved.

The bottom line: A single vulnerability in an otherwise
secure application can lead to the complete compromise
of the application and data.

The overall number of instances of
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Vulnerability #2:
Parameter Manipulation
Another huge area of concern in web applications is the
fact that user input is often “trusted.” In other words,
simple data validation is performed by the client’s web
browser using client-side code. Since the early days of
software development, developers have understood that
user input must be properly validated before being
processed by an application. With the advent of web
browsers and web-based applications, the easiest and
most efficient method of validating user input was via
client-side code.

Common examples of client-side data validation include
checking that dates are in the proper MM/DD/YYYY
format or that a telephone number field contains only
numeric data that is 10 characters long. This client-side
validation works very well as long as the “trusted” user
is playing by the rules — that is, using the web browser
to interact with the application as the developer intended.

Unfortunately, not all users are trustworthy, and they
may be interested in interacting with the application in
ways the developer never intended. Thus, the problem
with client-side input validation is that there’s no control
over the data after it leaves the web browser. If the data
is intercepted before it reaches the server, it can be
manipulated in a way that is contrary to what the
application is expecting to receive.

There are several freely available web proxy tools
designed to intercept the data being sent from the
browser — allowing attackers to manipulate it in any
way they choose before sending it on to the application.
Specialized tools known as “fuzzers” have also been
created to automate the process of data manipulation to
speed up an input validation attack. An attacker can use
any of these applications to manipulate data in
violation of the client-side validation requirements. The
ultimate goal: forcing the application to crash or
otherwise perform improperly.

For example, an attacker may replace the
validated 10-digit telephone number in a contact form
with an alphanumeric string that is 50 characters long.
When the application attempts to store this 50-character
string into the 10-character telephone number field in
the database, the application may crash and, in some
cases, provide the attacker with direct access to the data-
base or application server.

Vulnerability #3:
Access Control Problems
Broken access controls are one of the most common
vulnerabilities found in web applications today. Access
controls provide critical security to a web application by
allowing users to access only the content for which
they’ve been given access rights.

Unfortunately, not all users are

trustworthy, and they may be

interested in interacting with the

application in ways the developer

never intended.
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For example, web applications often provide different
functionality for normal users versus those with privileges
to administer the web application. A user with administrative
privileges can perform high-level application functions,
such as adding users or resetting passwords.
Unfortunately, improperly implemented or “broken”
access controls are often easily bypassed.

The simplest form of broken access control allows any
regular user of a web application to access high-level
administrative functions simply by knowing — or
guessing — the URL that provides this high-level access.
For example, the URL https://www.company.com
provides normal users with access to a hypothetical
website. In the case of a broken access control, guessing
the URL https://www.company.com/admin/ allows a
malicious user to bypass any access control in place and
jump directly to the administrative functions page.

While that example is very simplistic, we commonly
find similar access control problems when testing web
applications for our customers. An illustration of this
would be an administrative URL of https://www
.company.com/link/j98d768h213/56ff98726/AddNew
User.jsp that allows an administrative user to add a new
user to the web application. One might argue that this
link would be difficult to guess and is therefore relatively
secure even if the access control was broken. While
security through obscurity is not necessarily a best practice,
this URL would, in fact, be very difficult to guess due to
the random numbers and letters in the URL.

Often, however, there is no need to guess the URL
because it’s provided within the application code. The
code snippet below is an example of a method that
might be employed to add a “Create a new user” link to
an administrator’s user interface within the application
while hiding the link from a non-administrative user.

As you can see, the URL that was initially very difficult
to guess is now easily viewed within the dynamic client
side JavaScript code — and the malicious user can navigate
directly to the “Create a new user” page.

Access to static resources is another area of concern.
Requests for protected web resources are frequently sent
directly to the static link for the resource.

This type of functionality is common in software, music,
and e-book download sites. For example, a user of an
e-book web application may purchase a newly released
book, following all of the normal checkout and payment
procedures. Once payment is provided, the user is
presented with the following link to download
the book:

https://books.company.com/download/0131817590.
The number at the end of the URL appears to be a stan-
dard ISBN number used to identify books. It is now a
simple matter of replacing the ISBN number with any
valid number to download the book of a malicious
user’s choosing.
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Securing Web Applications
The vulnerability examples highlighted in this article
represent only the proverbial tip of the iceberg. New
vulnerabilities and attack vectors are being discovered
nearly every day—making it critically important to stay
up-to-date on the latest vulnerability trends. It’s also
imperative to regularly test and review your web applications
to ensure they are as secure as they can possibly be.

By far, the most effective way to secure a web-based
application is through the use of secure coding techniques,
thus eliminating any possible vulnerabilities in the
application as it is being developed. Unfortunately, this
is easier said than done. Web-based applications can
have many thousands of lines of code written by many
different developers, each of whom often works
independently on his or her own component of the
application. This process can lead to inconsistencies in
the way the code is written, which often negatively
affects the security of the application.

In addition to performing secure coding practices during
application development, an independent security
review and test should be performed before placing a new
web application into production or after any major
changes to the application. There are two main types of
web application security testing: Black Box and
White Box.

Black Box testing simulates the methodology used by an
attacker to compromise a web application. This type of
testing is performed from the “outside” with no prior
knowledge of the inner workings of the application. The
inputs and outputs of the application are observed while
being manipulated by the tester in an attempt to find
any flaws in the functionality of the application. This
type of testing is often the fastest and most efficient
method of uncovering high-level vulnerabilities within
an application, especially when performed in conjunction
with automated tools like fuzzers.

In contrast, White Box testing involves taking a detailed
look under the hood of the application. The web application
tester is provided with complete access to the application
— including source code, design documentation, and
other materials that allow a full review of the application
code and functionality.

With access to the source code, it’s often possible to find
vulnerabilities that would be difficult or impossible to
find using a Black Box approach. For example, a back-
door administrator login function that was inserted by a
developer may be found only by performing a White
Box code review.

In most cases, Black Box and White Box techniques
can complement each other to provide the most
comprehensive web application testing possible. A
suspected vulnerability found in the code during a
White Box test can be confirmed using Black Box
techniques. Conversely, a probable flaw discovered
during a Black Box test can be traced to the specific area
of concern in the code using White Box techniques.

Regardless of the methods you use, the most important
thing to remember is that Web applications must be
tested prior to being placed into production and on a
regular basis thereafter.
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